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Instructors
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arsi's
* Hamed Ghaseri

* MikroTik Trainer (TR0149)

e Working with MikroTik OS for More than 13 years
e Expertin DSL & Wimax Networks
* Implementation and experience in VOIP
Work as Network Engineer in Laser (Nation Wide Company) for 4 years
*  TNS Network Administrator (WISP)
e Technical Manager and Consultant of lots of other company
Parsis Net (CEO) MikroTik Master distrubuter
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Schedule

® Training day: 9 AM — 5 PM (5.30 PM if needed)
® 30 minute Breaks: 10:30 AM and 3 PM

® 1 hour Lunch: 12:45 PM
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Course Objective

® Overview of RouterOS software and
RouterBoard capabilities

® Hands-on training for MikroTik router
configuration, maintenance and basic
troubleshooting
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About MikroTik

Router software and hardware manufacturer

Provide routing and wireless equipment for all
possible uses

Make Internet technologies faster, powerful and
affordable to wider range of users
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MikroTik's History

® 1996: Established

® 1997: RouterOS software for x86 (PC)
® 2002: RouterBOARD is born

® 2006: First MUM
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Where is MikroTik?

® www.mikrotik.com

® www.routerboard.com

o Riga, Latvia, Northern Europe,
EU
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Where is MikroTik ?

Latvia
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Introduce Yourself

® Please, introduce yourself to the class
® Your name

Your Company

Your previous knowledge about RouterOS (?)

Your previous knowledge about networking (?)

What do you expect from this course? (?)

® Please, remember your class XY number.
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MikroT ik RouterOS
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What is RouterOS ?

® Router0S is an operating system that will make your
device:

A dedicated router

A bandwidth management
Advanced Quality of Service

A (transparent) packet filter

Any 802.11a,b/g/n wireless device
A VPN and Tunnel Server & Client
3G/LTE support

HotSpot for Plug-and-Play access
RIP, OSPF, BGP, MPLS routing

A Backhaul Link

More ...
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What is RouterBOARD ?

® Hardware created by MikroTik

® Range from small home routers to

carrier-class access concentratq,[_s_
(!\‘,\!"\-\ i

What is RouterOS ?

® The operating system of RouterBOARD

® Can be also installed on a X86

%‘

www.mikrotiktrain.com 13 www.mikrotiktrain.com 14

Null modem with partial handshaking

First Time Access
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Connector 1 Connector 2 Function
Null Modem Ethernet 1 — RS S
2 2 1
Cable cable
2 3 Rx « Tx
3 2 Tx — Rx
4 6 DTR —» DSR
S S Signal ground
Serial default baud rate = 115200 6 4 DSR <« DTR
7+ 8 1 RTSl —> CTSl + C02
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Download Winbox

Winbox

\
Mikro

TikTrain
Lbyelel  Wbligy o9 I Johile gl fuy  (Ajplsegd L3 e Jlolamie Q

® The application for configuring
RouterQOS

® |t can be downloaded from router web
page or www.mikrotik.com or
www.mikrotiktrain.com
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Connecting
* Click on the [Neighbors] button to see your router

© WinBox v3.4 (Addresses) ] O X
File Tools
Connect To: |SEESENaR-CRIR=1 ! Keep Password
Login: |admin ¥ Open In New Window
Password: =™

Add/Set Connect To RaMON

Configuration Access

Winbox v/
Web v

Telnet, SSH v’

Managed Neighbors Consol Port v/
? Refrosh all £
MAC Address IP Address Identity Version | Board -
— 00:0C:29...
00:0C:25:6E:1A:FC 152.168.78.234 Mikero Tik 6342(st.. xB6 ?
— 4C:5E:0C... EI'SIS
AENLEICET | 1RIBAIA foled . SBWa. ROWIMO0
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. . Application
Communication PP
Presentation
® Process of communication is divided Session
into seven layers
Transport
® Lowest is physical layer, highest is Network
application layer .
Data Link
Physical
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MAC address P
[ ) . . .
® |t is the unique physical address of a It is logical address of network device
network device ® |tis used for communication over
° networks

It’s used for communication within LAN
® Example: 00:0C:42:20:97:68
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® Example: 159.148.60.20
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Subnets

® Range of logical IP addresses that
divides network into segments

® Example: 255.255.255.0 or /24
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Subnets

® Network address is the first IP address
of the subnet

® Broadcast address is the last IP address
of the subnet

® They are reserved and cannot be used
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Subnet Available
CSHEDe—D

132 255.255.255.255

/30 255.255.255.252 4-2
29 255.255.255.248 8-2
128 255.255.255.240 16-2
27 255.255.255.224 32-2
126 255.255.255.192 64-2
125 255.255.255.128 128-2
/24 255.255.255.0 256-2
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Selecting IP address

® Select IP address from the same subnet
on local networks

® Especially for big network with multiple
subnets
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Selecting IP address Example

® Clients use different subnet masks /25 and /26
® A has 192.168.0.200/26 IP address

B use subnet mask /25, available addresses
192.168.0.129-192.168.0.254

® B should not use 192.168.0.129-
192.168.0.192

® B should use IP address from 192.168.0.193 -
192.168.0.254/25
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Connectin
& Connecting Lab

® Click on the Mac-Address in Winbox

Ethernet
Cable ® Default username “admin” and no
password
Winbox
—
Diagram Laptop - Router
® Disable any other interfaces (wireless)
f 1 Class AP in your laptop

Your Laptop  Your Router 1 ® Set 192.168.X.1 as IP address

b o’_\/_A Internet ® Set 255.255.255.0 as Subnet Mask
o \'\-/ ® Set 192.168.X.254 as Default Gateway
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Laptop - Router
Laptop - Router
® Connect to router with MAC-Winbox
® Add 192.168.X.254/24 to Etherl

® Close Winbox and connect again using

! IP address

MPLS

Routing " DHCP Client

Z:Ts e Eiz::z( Aocress: | ITTTRD oK °

o - [ coee MAC-address should only be used
Log Frewal b d L Apply .

s e when there is no IP access
:;:lsTemma\ :::m o

MetaROUTER Pcking Copy

Make Supout if Pool Remove

Manual Fiaubse. et

= SME =
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Router Internet

Router - Internet

® The Internet gateway of your class is
Class AP accessible over wireless - it is an AP
Your Laptop | Your Router - (access point)
----- °
: N — To connect you have to configure the
192.168.X.1 | 192.168.X.254 T wireless interface of your router as a
\. J .
station
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Router - Internet Router - Internet
° .
To . ® To see available AP use scan button
con Igu re General W\Vﬁ‘::mjﬂau Advanced HT WDS - oK . . . X
wireless ) ® Select MikroTikTrain and click on connect
Charnel Width: |200Hz s 3
interf . e 28 L ® Close the scan window
In er ace’ MPLS ! SSID: TNS-A =
double- b i s = =] ® You are now connected to AP!
clickonit’s = Lo = ol ® Remember class SSID MikroTikTrain
n a me In,dsr,,,,‘ I Nitem out of 2 (T selected) T, mrgp——y 5 @
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Router - Internet Router - Internet
IP v ARP @E
. . IPvé r counting
® The wireless interface also needs an IP L
e —
address e o e =
Queuss DHCP Server
® The AP provides automatic IP = . T e E— |
addresses over DHCP | Ciopisala [omy_|
. lew Terminal o Disable
® You need to enable DHCP client on S i DKCP vt =
your router to get an IP address - | I : W.@
Bt
Services — Renew =

www.mikrotiktrain.com 41
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Router - Internet

* Check Internet connectivity by Traceroute tool

Todls BTest Server
New Teminal Bandwidth Test Traceroute Ta: 2888
MetaROLITER Emai
Packet Size: |56
Make Supoutf  Flood Fing -
S ek Timeout: 1000 _ Close
Protacol: [iemp L
= — :
MAC Server Pt
Hetwatch S ki *
Packet Sniffer
Interface i
Fing
e DSCP: =
e Roting Table =
SMS # Fos [Time1 [Tme2 [Tme3 |Status .
Teinet
Toroh

Router Internet

Class AP

Your Laptop | Your Router

.

,—.\, Internet *

l’-\ \_&/

DHCP-Client -,
Wireless
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L
i
. Private and Public space
Private networks
+ 10.0.0.0/8 -255.0.0.0
+ 10.0.0.0-10.255.255.255 g N—
+ 172.16.0.0/12 - 255.240.0.0 !/
« 172.16.0.0-172.31.255.255 .
* 192.168.0.0/16 - 255.255.0.0 ® Masquerade is used for Public network access, where
+ 192.168.0.0-192.168.255.255 .
private addresses are present
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Laptop - Internet
ptop Laptop - Internet
i | IP I aRp
PvE [r——— Fhu Sarvon P Corviecturns| A i | Layer tscnls ' 1PvE I Accounting Servers: 8888 -}
:i ,[ Acdresses # = ¥ % O T o0 FResetCourton | 00 Reset Al Courters 4 = MPLS I Addresses 21}3672222? % Gancel |
S mg i Exz;? ZEPFU‘:&! : RoLting : GHCP Client : : -
;m OVER Sorv ' mmd B Action Sititios oK s Bysheey "' DHCP Relay o ki W
e S| Queues DHCP Server - | sae |
el e 08 o
:&us Hm\m— Apply. ve 0 Fies ! Alow Remote Requests Cache
L::’Teﬂma\ : ‘F“Cb Vo s o Leg Frewrd Max UDP Packet Size: 512 |
MetsROLTER ::j:m:m Comert | [ e~ i Cache Size: [2048 KB
Nerlipodd | e Cepy a'é 1} Tools I IPsec & i
Manul Foutes Remave gg g Mew Teminal Neighbors IR Tt 1
B - [romoors |8 ok
e * Your router too can be a DNS server for
your local network (laptop)
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Laptop - Internet

® Tell your Laptop to use your router as
the DNS server

® Enter your router IP (192.168.x.254) as
the DNS server in laptop network
settings

www.mikrotiktrain.com 49

Laptop - Internet

® Laptop can access the router and the
router can access the internet, one
more step is required

® Make a Masquerade rule to hide your
private network behind the router,
make Internet work in your laptop

www.mikrotiktrain.com

Check Connectivity

* Ping www.mikrotik.com from your laptop

® 00 Terminal — sh — 65x13
sh-3.2# ping www.mikrotik.com

PING mikrotik.com (174.36.189.131): 56 data bytes

64 bytes from 174.36.189.131: icmp_seq=0 tt1=4@ time=217.852 ms
64 bytes from 174.36.189.131: icmp_seq=1 tt1=4@ time=211.590 ms
64 bytes from i lemp_seq=2 tt1=4@ time=211.662 ms
64 bytes from : icmp_seq=3 tt1=4@ time=212.467 ms
64 bytes from 5 : icmp_seq=4 tt1=40 time=211.044 ms
64 bytes from : iemp_seq=5 ttl=4@ time=211.165 ms
AC

--- mikrotik.com ping statistics ---

6 packets transmitted, 6 packets received, 0% packet loss
round-trip min/avg/max/stddev = 211.044,/212.630/217.852/2.380 ms N
sh-3.2#
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What Can Be Wrong

Router cannot ping further than AP

® Router cannot resolve names
® Computer cannot ping further than

router
Computer cannot resolve names

® |s masquerade rule working

Does the laptop use the router as
default gateway and DNS

www.mikrotiktrain.com

Network Diagram

Class AP
Your Laptop  Your Router
..... o
Internet *
)/ "y’
192.168.X.1  192.168.X.254 ‘.
DHCP-Client
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User Management

® Access to the router can be controlled
® You can create different types of users

Qusues Console Uscrs |G SSHKeys | SSH Piivele Keys | Autive Users
Rtioss I tem (1 seiected) o
=
Spacial | agin

www.mikrotiktrain.com




User Management Lab Upgrading Router

® Use combined RouterOS package

® Drag it to the Files window
® Add new router user with full access —

Y Log T B | Backup  Festore

Make sure you remember user name Rodus e I S

Tools I 5 backup ackup jan /017,

® Make admin user as read-only e
® . . Make Supout i

Login with your new user Mo

|4 Copy |
1iem 40.9 MB of 61.4 MB used 3% free
www.mikrotiktrain.com 55 www.mikrotiktrain.com 56

Upgrading Router Lab Package Management

°
Download packages from
System " Clock
ftp://192.168.200.254 * RouterOS = . .
® fu n Cti ons E': Smen Name Verson Bl Tme Seheduled v
. . Health Badvancediods 520 Aug/15/72012 10:0502
Upload them to router with Winbox are - o g & e
® T R
Bi 0
Reboot the router enabled aROUTER 120 e — —
Make Supout if License Bmels 520 Aug/15/2012 10:05:26
° by s e 3 Awaiies
Newest packages are always available on e P L T Y
packages s Brouiing 520 Aug/15/2012 10:0531
H k t k Bsecuity 520 Aug/15/2012 10:05:09
WWW.MIKIrotiKk.Ccom = e s Aoy
Pors ‘B usermana ger 520 Aug/15/2012 10:06.02
Rebot Bwireless 520 Aug/15/2012 10:05:48
RisCoiit 18 tem:
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Package Information

(o ) (e )

Package Lab

advanced-tools Email client, ping, netwatch
dhep DHCP Server and Client [ ) D . H
isable wireless
hotspot HotSpot Gateway °
ntp NTP server R e b o Ot
pPP PPP, PPTP, L2TP, PPPoE b Check interface list
e - ® Enable wireless
routing RIP, OSPF, BGP
) Secure Winbox, SSH,
ooy IPSec
wireless Wireless 802.11a/blg
User-Manager
user-manager et
ipvé IPv6
www.mikrotiktrain.com 59 www.mikrotiktrain.com 60
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Router Identity

* Option to set name for each
router

System I huko Uparace Identity [x]

e Carttass —
Files Clack.

Log Console

Radius Drrivers.

Tadls I Heakh

Mews Terminal

History

MetsROUTER Identity

www.mikrotiktrain.com

Router Identity Lab

* Set your number + your name as router identity
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Router Identity NTP
* |dentity information is shown in different
places
. . .
Network Time Protocol, to synchronize
time
IP Addiesses
Aot IR [ ) . .
T . NTP Client and NTP Server support in
oo
Sueues AP Neighbors ‘Discnvaly Interfaces ROUterOS
vers Firewall
System I Socks
- [Interface |MAC Addiess [1dentity o |Platform [Version [
Fies riP b ether 00:0C:4210:00:4E  MikroTik, MikraTik. 35
Loa Traffic Flow A ethen 00:0C:421C:85:78  MikroTik, MikraTik. 3.5
SHMP Jo— 4 stherl O0:0C:42:03:25:25  MikraTik MikiaTik. 3.5
& b ether 00:0C:421C:85:8E  MikroTik MikiaTik 3.3
Users Services b sther 00:0C:42:0344E7  MikroTik MikioTik 3.3
Radi b ether 00:0C:42:21:93:8E  Origin-B MikioTik 35
= fiociing & etherd 000C:42.21938C  Origin B MikiaTic 35
Tools ¥ Neighbars 4 etherl O0:0C:42:00:08:38  RE1000_switch  MikioTik. 3.4
B © www.mikfGtikfrdmont = Tt T - www.mikrotiktrain.com 64
NTP Client
* NTP package is not required
PY System I o Upgrade
To get correct clock on router
Flies Clock Hlode:
L4 H H tog Console: Prmary NTP Server: ook _______H|
For routers without internal memory to ——— T
Tooks I Health Date!
save clock information e e —
PY Make Supoutrif  License e ey
For all RouterBOARDs L e
Ext DST Active
b et adstrens:
Packages
— LostBedpacketFroms |
Ports LostBadPackets ||
Reboat LestBadpactetozsons ||
Resources
www.mikrotiktrain.com 65
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Configuration Backup

® You can backup and restore configuration
in the Files menu of Winbox

® Backup file is not editable

[cestonTive |v

www.mikrotiktrain.com

Configuration Backup

® Additionally use export and import
commands in CLI

® Export files are editable

® Passwords are not saved with export
/export file=conf-august-2009
/ ip firewall filter export file=firewall-aug-2009

/ file print
/ import [Tab]

www.mikrotiktrain.com

Backup Lab

® Create Backup and Export files
® Download them to your laptop
® Open export file with text editor

www.mikrotiktrain.com

Netinstall

Runs on Windows computers

Direct network connection to router is
required or over switched LAN

Install only on primary interface
Available at www.mikrotik.com

User Bootp Protocol

www.mikrotiktrain.com

Used for installing and reinstalling RouterOS

70

Netinstall
1 . G2 Mikratik Router Installer v3.3 =loix|
° LISt Of rOUters Label [ MAC addess / Media | Status [ Software ID:f Help
2 .Net Booting i ——
Paddess [ /[
Gateway: [
3.keep old sose ]
I
. . Makefloppy | Metbooling | Insisl | Fencel | I Confiaue serpt [=|
configuration
ses [ ] | Sewesel || Dellesel
4 . Packages ..... Goleotall | [Gokect rv‘ur;
-
5. install
EX 23 ?veowd‘eSls‘uDEon es, -

\Loaded 24 package(s) A
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Optional Lab

Download Netinstall from
ftp://192.168.100.254

Run Netinstall

Enable Net booting, set address 192.168.x.13
Use null modem cable and Putty to connect

Set router to boot from Ethernet

www.mikrotiktrain.com




RouterOS License

® All RouterBOARDs shipped with license
® Several levels available, no upgrades
® Can be viewed in system license menu

® License for PC can be purchased from
mikrotik.com or from distributors

License

. Y
Queues Certfcat Softuare I0: [3x9v-YGLS
Log Console aste ey
Lol
Radius Drive Inmport Key...
Tadls Health Export Key...
oy | ey N
_BW e Key ..
MetaROLTER [t |
Fake SupoLE.fif e Update License Key
tanual s

http://www.mikrotiktrain.com/index.php/routeros-license/
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Obtain License _
47" Routers & Wireles: 3 Update License
Ml&(fo home software hardware support downloads purchase training account
&r' -4 Overview Support Logout
o
e Paste Key
Account Notices Account information Tos e
o s et
cenen-:te a ‘NE\fr s:ﬂware KEY Ez::: %
For already created software keys
Sl * 8-symbol software-ID system is introduced
Specal inviaton foryou: 2 — * Update key on existing routers to get full
g e o L features support (802.11N, etc.)
;l;:’trlaslia in Melbourne, e
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Useful Links
® www.mikrotik.com - manage licenses,
documentation
Y . . . .
Summa ry forum.mikrotik.com - share experience with
other users
® wiki.mikrotik.com - tons of examples
® mum.mikrotik.com - conference on MikroTik
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Firewall

® Protects your router and clients from
unauthorized access

Firewall ® This can be done by creating rules in
Firewall Filter and NAT facilities
Firewall Filter Filter Chains
. . .
Consists of user defined rules that work .
. ® Rules can be placed in three default
on the IF-Then principle .
chains
® These rules are ordered in Chains * input (to router)
® There are predefined Chains, and User ® output (from router)
created Chains ® forward (trough the router)

Firewall Chains

Output

Input I Ping from Router

!Win box —

Forward
WWW E-Mail

www.mikrotiktrain.com 83

Firewall Chains

vt I accounting tangle. ns | Address Lists | Layer7 Protocols
1PLS Addresses [#]l=] 21 00 Reset Al Courters | ||
LS L # | lAction [Chan |Sre. Address |Dskt, Address [Prat... [Src. Part |Dst, Part In, Ink... [Out. L., [Bytel ¥
Routing I DHeP Relay
System I DHCP server
Queucs oS
Log Hotspot
Racfus FPeec
Took I neighbors
ew Terminal Pacing
MekaROLTER Pool
Make Supoutrf  Routes
Manusl Sp o L
Bxt Services Qitems
www.mikrotiktrain.com




Input

® Chain contains filter rules that protect

Input

[ Frewan =
FiterRules | MAT Mange SenicsPots Connections Address Lists LayerT Protocols
EE [ Fiewe Courter: | 00 Reset 8 Courters | Findt o %
° Ad d a n K] Action | Chain [Sie. Addiess |Dst Addiess |Froto...|Src. Part | Dst. Port I Inter...[ Out. Int... Byl = |

the router itself accept rule £

enefal | Advanced Extra Action  Statistics oK

Chair: [input |+ Cancel

fo r yo u r Src. Address: [ ][192.168%.1 -~ Apply

Dstaddess | |v T

® Let’s block everyone except your laptop Laptop IP N o
a d d ress Sic. Port: - Copy

Dst. Poit: [ R4 Femove

J! Ay Port | " } Reset Counters } [
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Input
x|

Filter Rules ‘NAT Mangle Service Ports  Connections  Address Liste - Laper? Protocols

[#][=] [ Feet oo | 00 Aesetl Counters | Fre | @ |[%]

# | [Action [Chain |Sre. Address |Det Addiess |Proto...Src. Pot | Dst Part I, Inter.. Dut, Int... Byt = |
Il New Firewall Rule x|
General Advanced Ewra Action | Sratisics 0K
Action; Cancel
add dst to address list Apply
add sic to address fist
chap Disable
ump
Comment
Copy
yyyyy
Remove

4 Rieset Counters m
Ditems Reset Al Counters
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Filter HU|BS|NAT Mangle Service Ports  Cornections  Address Lists  La

° Add a drop E @ ‘3: Reset Counters Hl:ll:l Reset All Cour

H H # Action | Chain Sro. Address | Dist. Address | Proto.. |Sre. Pe
rule in input - ' ' Pt

(T rre— =
Chaln tO drOp Gerneral  Advanced Extral Action | Stdistics oK,

everyone ctor: [ EE S+
else
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Input Lab

® Change your laptop IP address,
192.168.x.y

® Try to connect. The firewall is working

® You can still connect with MAC-
address, Firewall Filter is only for IP

www.mikrotiktrain.com 89

Input

® Access to your router is blocked
® Internet is not working

® Because we are blocking DNS requests as
well

® Change configuration to make Internet
working
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Input

® You can disable MAC access in the MAC Server menu

® Change the Laptop IP address back to 192.168.X.1,
and connect with IP

MAC Server

Telnet intefaces

WinBox Interfaces  Active Sessions

B 7
Interface -
. i Packet Snffer 4
Make o
o
N VISR VAR . % W

Address-List

® Address-list allows you to filter group
of the addresses with one rule

® Automatically add addresses by
address-list and then block

www.mikrotiktrain.com 91 www.mikrotiktrain.com 92
L
I
Address-List Address-List
° Create different IiStS
General Advanced Extra  Action ‘Statlstlcs oK
® Subnets, separates ranges, one host o i o =
addresses are supported ® Add specific = e Al
host to
address-list
EEm|EG ° .
e — e Specify
timeout for
temporary
service
www.mikrotiktrain.com 93 www.mikrotiktrain.com 94

Address-List in Firewall

Sre. A 3 [alloned [E2PS Cancel
[ ) Ab' H Dst, Address Lisk: | |~ Apph
ility to
Layer? Pratacal; | IRd Disable
block by = v | ——
- Copy
—
source and -
s T
d estl natIO n P - \ Reset Al Caunters \
In. Bridge Port: | I~
addresses —— E
DscpiTos): | |~
Tepmss: [ ]~
Packet Size: | I~
Random: | |+
¥ TCRFlags

v~ ICHP Optians

TPv4 Options:

faisabled

Address-List Lab

® Create address-list with allowed IP
addresses

® Add accept rule for the allowed addresses
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Forward

mriewal x

FiterFles | AT Mangle | Senice Ports Connaclons  Addiess Liss | Layer? Prsocals

® Create arule (=] (0] ] (7] [ o i 0 Ao F—

# | [Acion [Chein [Sic. Address | Dt Addiess |Proto.. [Sic. Pt |Dst Port|In. Inter..|Out Int..| Byt v

that Wi” b|0 [ New Firewall Rule E|
Genal | Ackanced Exra | Action Stalitics oK

® Chain contains rules that control TCP port 80 = =

packets going trough the router (web e —
Frotocat (7[5 (tep) [#]a Camment t

browsing) i — I
: . T e .

® Control traffic to and from the clients ® Must select e i

Forward

protocol to e e e e
block ports e
www.mikrotiktrain.com 97 www.mikrotiktraiffsgom
O [Femtcames |
L
I
Forward List of well-known ports
( Port I Protocol )( Service )
PY . . 80 TCP WWW, HTTP
Try to open www.mikrotik.com = = P
® Try to open http://192.168.X.254 2 o Toret
53 TCP/UDP DNS
® Router web page works because drop 2120 Tep Fre
rule is for chain=forward traffic ezt e Hinbox
123 UDP NTP
443 TCP HTTPS, SSL
5678 uDP MNDP
8080 TCP MikroTik Proxy
20561 UDP MAC-Winbox
n ICMP Pings
www.mikrotiktrain.com 99 WWWw.miKrotiktrain.com 100
L

Forward Firewall Log

New Fiewal Fu

ey rrerr—r—— o oo st : =
- v ® Let’s log client e e |
= o pings to the e | —
; 2 router Genersl Advanced Btrs Acton | Staisics >

: -
et | [ | ® Logrule should Wiscl =B =
e Create arule that .- &=== = be added before ‘ =

Interface: | direct connest

will block client’s . & other action =

. Conniciln Mok ;::;%;E* e [t |
p2p traffic - ,
Routing Table: -

PSR, .
Cornecon St * [Wrewall

Filter Ruies ‘NAT Mangle Service Pots  Cornections  Address Liste  Laver7 Protocole

[#[=] [«][* [a] 00 Reset Counlers || 00 Riesel AllCourters

# | Action | Chain [Protocol [In.Irter.. Out Int.[Bytes  [Packets |
i O log input 1 fiemp) 43KB an
p—
enatied
www.mikrotiktrain.com 101 www.mikrotiktrain.com 102

enabled




Firewall chains
Firewall Log
Log o] ]
Bidgs d o e - . .
- Except of the built-in chains (input,
Jan/13/1570 00:28:01 pptp ppp info <pptp-0> teminating... - user 3 authentication failed -
Switch Jan/13/1870 00:22:01 pptp ppp info <pptp-0> disconnected 1 .
Mesh 42131570 00:28:11  pptp info TCP connection established from 10,56 2.84 forwa rd Output) Custom Cha'ns Can
 [lan/12/1570 00:22:11  potp ppp info <pptp-Ds: watting for call ’ ’
* Jan/13/1970 00:28:11  petp pppinfo <pptp-0>: terminating... - user 2 authertication failed
MPLS [+ |14an/13/1370 00:28:11  pptp ppp infa <pptp-0s: disconnected b d
- |enr131570 002221 ppto info TCF connection established from 10.58.2.84 e crea t e
Rauting " [l9an/13/1570 00:28:21 pptp ppp irfe <pptp-0>: watting for call
o I [ldans13/197000:28:21  pptp ppp info <pptp-05: teminating... -user 3 authertication faied
Jan/13/1570 002821 potp pep info <ppto-0>: discornected
Diten Jan/13/1970 002831 pptp info TCP connestion sstablished from 10.55.2.84
\ Fies Jan/13/1970 002831 potp pep info <pptp-0>: waing for call
e Jan/13/1970 00:28:32  pptp ppp info <pptp-0> temminating... - user 3 authentication failed () . t t .
Jan/12/AST 002832 peippppifc  <pplp-Ds: disconmected M k f II pl
Radius Jan/13/1570 00:28:42 pptp info TCP connection established from 10.56 2.84 a e I rewa s ru C u re m O re SI m e
=55 - [lans13/1570 002842 pptp ppp e <pptp 0z waiting for call
e jan%ﬂg;gﬁgsﬁ wtupwlrrzu wvlug> Le;rcnlnmng. d—uwammmmmm [ t t
T ol e D load of th
MelaROUTER  ||an/131570.00:28:52  pptp ifo TCF connection established from 10.56.2.84 €crease load o € router
Jan/13/1970 D0:28:52 pptp ppp info <pptp-0>: watting for call
Make Supout#f  ||Jan/13/1870 00:28:52 ppip pppinfo <pptp-0> teminating... -user 3 authentication failed
Mol Jan/13/1570 00:28:52 pptp ppp info <pptp-0s: disconmected
Jan/13/1970 00:25:02 ppto o TCP connection sstablished from 10.55.284
Bt Jan/13/1370 00:25:02  potp pep info <ppto-0> waiting for cal
Jan/13/1870 00:23:03 potp ppp info <pptp-05: teminating... -user 3 authertication failed
Jan/13/1870.00:25:03 patp ppp info <pptp-02: discannected |
www.mikrotiktrain.com 103 www.mikrotiktrain.com 104
L

Firewall chains in Action Firewall chain Lab

® Sequence of

the firewall Forward

. .
custom ) viruses Download viruses.rsc from router
chains Firewall ule (access by FTP)
® Custom action=jump ® Export the configuration by import
. jump-target=viruses p gu I y | p
betor ‘ command
—
viruses, TCP, ® Check the firewall
UDP The last
firewall rule
protocols,
etc.
www.mikrotiktrain.com 105 www.mikrotiktrain.com 106
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I
Connections Connection State
Firewall

® Advise, drop invalid connections

® Firewall should proceed only new
packets, it is recommended to exclude
other types of states

0

[

[] =t =) Il B
==

g - . BB E ~E - E]

I]-=‘-'=-':---

- established
- related

www.mikrotiktrain.com 107

® Filter rules have the “connection state”

matcher for this purpose
® Connection state isn’t tcp state

Bl invaiid
Bl new

www.mikrotiktrain.com 108




Connection State

® Add rule to drop invalid packets
® Add rule to accept established packets

® Add rule to accept related packets Summary
® Let Firewall to work with new packets
only
NAT

Network Address Translation

www.mikrotiktrain.com 111

® Router is able to change Source or
Destination address of packets flowing
trough it

® This process is called src-nat or dst-nat

www.mikrotiktrain.com 112

SRC-NAT

New

SRC-Address SRC-Address

ﬁ

Your Laptop

Remote Server

www.mikrotiktrain.com 113

DST-NAT
Private Network I Public Host
Server o
(77}
=~ Internet <
 Emmmm U

New DST-Address DST-Address
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NAT Chains

® To achieve these scenarios you have to
order your NAT rules in appropriate
chains: dstnat or srcnat

® NAT rules work on IF-THEN principle

www.mikrotiktrain.com 115

SRC-NAT

® SRC-NAT changes packet’s source
address

® You can use it to connect private
network to the Internet through public
IP address

® Masquerade is one type of SRC-NAT

www.mikrotiktrain.com 116

Masquerade
Src Address Src Address
192.168.X.1 router address
— g
2

Public Se;ver

192.168.X.1

www.mikrotiktrain.com 117

SRC-NAT Limitations

® Connecting to internal servers from
outside is not possible (DST-NAT
needed)

® Some protocols require NAT helpers to
work correctly

www.mikrotiktrain.com 118

DST-NAT

® DST-NAT changes packet’s destination
address and port

® |t can be used to direct internet users
to a server in your private network

www.mikrotiktrain.com 119

DST-NAT Example

Web Server

°
192.168.1.1 g | Some Computer
4 -l-|=LT|.n=H- % |Internet -
B ==
|9

DST-Address
207.141.27.45:80

New DST-Address
192.168.1.1:80

www.mikrotiktrain.com 120




DST-NAT Example

e Create a rule to forward traffic to WEB server
in private network

x|
Fiter Rules NAT | Mangle Service Poits Conneclions  Address Lists  Layer Protocols

., X

Fort InInter.. Out. Int. ¥

] Gereral Advanced Eutra Action | Sialistics ok

ether!
! Actior: | dsthat = Cancel
To Addiesses: | 192.168.1.1 Apply
TaPars |60 B
Comment
Copy
Remove

Reset Counters
7 ‘ Reset &ll Counters

2 items [1

www.mikrotiktrain.com 121

Redirect

® Special type of DST-NAT

® This action redirects packets to the
router itself

® |t can be used for proxying services
(DNS, HTTP)

www.mikrotiktrain.com

122

Redirect example

DST-Address
Configured_DNS_Server:53

- <

New DST-Address

Redirect Example

I New NAT Rule E
. General Advanced Extia Action  Sialistics oK
Letls make Action: |redrect 3 )
ToFors: |53 Lpply
local users to
use Router
DNS cache ==

® Also make rule

Reset All Counters

Router:53 for udp
protocol
DNS Cache
www.mikrotiktrain.com 123 www.mik fbtiktrain-conmn 124
NAT Helpers Firewall Tips
M Firewall X
Filter Rules  MAT Mangle Service Ports | Connections  Addiess Lists  Laper? Protocols
71k d— ® Add comments to your rules
:[:323 A
@ e BEE7
ol e ® Use Connection Tracking or Torch
B items
www.mikrotiktrain.com 125 www.mikrotiktrain.com
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Connection Tracking

Connection tracking manages

information about all active
connections.

® |t should be enabled for Filter and NAT

www.mikrotiktrain.com 127

Connection Tracking

Fiter Rdes NAT Mangle Raw Service Pots Comnections | Address Lists Layer7 Protocols
¥ | Tracking

Src. Address Dst. Address Pr. ' |Connecti |Tmeost |TCP State |Org /Repl. Rate Orig /Rt
SCs 19216878219 8844 Tie 1712K
SCs 1921687854 8888 Tic 7018
SCs 192168788 192 168.100.251 16e 120841
Cs 192.168.78.40 c2 37248
SCs 1921637840 [[SEumecmp T 278/
SCs 192168788 60 B/6(
SCs 192168.78.8 Enabled. auto 608/6
SCs 192168788 auto 608/60
SCs 192168788 TCP Sym Sent Timeout: o 608/6(
SCs 192168788 < 608/6(
SCs 152168788 | TCP Syn Received Timecut: |00-00.05 12081
SCs 192168788 60B/60
o brspela TCP Estabished Timeout: | 1d 00-0000 Ay
SCs 192.168.78.8 TCP Fin Wait Timeout: |00:00-10 608/8
SCs 152168788 B0B/60
SCs 192168788 TCP Close Wak Timeout: |00:00-10 S0B/60
SCs 192168788 608/60
e 152168708 TCP Last Ack Timeout: 00:00:10 s
SCs 132168788 TCP Time Wat: |00:00-10 60B/6(
SCs 192168788 60B/6(
SCs 192168.78.8 TCP Close: |00:00-10 608/6(
e 19218 A RNAA
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Taols

New Teminal

Telnet

t

Password

Certificates

Make
Manu

Exit

Supout.rif

ial

Fing
Traceroute
Bandwidth Test
BTest Server
Traffic Moritor
Packet Sniffer
Taich

MAL Server
Graphing
Email

IP Scan

Ping Speed
Flood Ping

Netwatch

Torch

M Torch (nunning)
Basic Fikers
Interface:  etherd *  Sic Addiess: 0.0.0.0/0

Entry Timeout: | 00:00:03 ¢ Dst Address: | 0.0.0.0/0

Collect

any
vl Sic. Addess Protocol
any
v Dst Address Part
WLAN |d any
Sic. Address Dst Address TzRate | RxRate  TxPack.. AxPack -

192168100251 192168.100.201 24.7 kbps  B.7 kbps El
192168.100.200 192.168.100.201 Obps 184 bps 0 0

* Detailed actual traffic report for interface

www.mikrotiktrain.com 129

® Select local
network
interface

® See actual
bandwidth

Using Torch

Basic Filters

Inteftace: | etherl ¥ S Addess 1821881
Enty Timeout 00,000 s o.ge
Collect any
vl Src. Address
Dst. Addhess an
Sic Addiess  |TuRal) [FxRale |TxPack.|Rs Pack -
10588 a7 bps i 0
1055140 %4 bps 0 0
105551 237 bps 0 0
52166110 p8 122 bps 0 0
215125238 1530 bpsW 1634 bps 2 1

Set Interface
Set Laptop

Check the Address

Results

5 items Total T 24 khps | Total Rw 2.2 khps Total Tx Packet 2 Total Rx Packet: 1

www.mikrotiktrain.com 130

Firewall Actions

Accept

Drop

Reject

Tarpit

log

add-src-to-address-list(dst)
Jump, Return

Passthrough

www.mikrotiktrain.com 131

Accept

NAT Actions

DST-NAT/SRC-NAT
Redirect
Masquerade
Netmap

www.mikrotiktrain.com 132




Summary

Bandwidth Test Utility

® Bandwidth test can be used
throughput to remote devic

to monitor
e

® Bandwidth test works between two

MikroTik routers

® Bandwidth test utility availa
Windows

MikroTiktrain.com

ble for

Bandwidth test is available on

www.mikrotiktrain.com 133 www.mikrotiktrain.com 134
. Bandwidth Test
Bandwidth Server

® Set Test To as testing address

TestTo: (OONON | -Start

® Select protocol R —
) S h Id b bl d ° . RemotoUDPTx Sze: 1500 |
erver should be enable TCP supports multiple B
Enabled. H . TCP Connect ount: __zn
Authenticate Local TxSpeedi || ¥ bps
Alocats UIDP Ports From: conn eCt ions e —
(s [ | ) . i O
® Authentication might be oot

® |tis advised to use enabled

Authenticate

www.mikrotiktrain.com

required

TwfRx 105 Average: |0 bpsfD bps
TR Average

[CIE
Hrc:

www.mikrotiktrain.com

Bandwidth Test

® Set Test To as testing

address

® Select protocol

® TCP supports multiple

connections

® Authentication might

be required

!

[Eandwidth Test

Test To:
Proteccl; C udp @ kg
Local UDP Tx Sizet |1500

Remoke LDP T Sizes (1500

IEIII

Direction: [receive

TCP Cannection Count: [20

Local Tespeed: [ | bps

Remote Txspeed: || v bps

[ ]
| —

Tff 105 Average: [0 bps/0 bps
TxfRox Average: |0 bps/0 bps

=
MR

Start

Stop

d

www.mikrotiktrain.com

Bandwidth Limit
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I
Simple Queue Simple Queue
e easiest way to limit bandwidth:
. . ® You must use Target-Address for
client download .
. . Simple Queue
client upload
® client aggregate, download+upload
® Rule order is important for queue rules
www.mikrotiktrain.com 139 www.mikrotiktrain.com 140
Simple Queue Simple Queue
[ J
Let'st - 3
create Routing Simple Queues | Inteface Queuss  Queus Tree | Queus Types . .
limitatio  me  |*[rm— ® ® Check your limits
n for i;:iz: EEEEE ::’::n:i:m Statistics  Traffic  Total Total Statistics E:: ‘
your o Target Addiess: 19216821 3 Apply . X i
laptop e T g e ® Torch is showing bandwidth rate
® 64k o —
Up load, \ Reset Al Corirs
128k ., —
Downloa o™ Client’s L|m|.ts
d address  to configure
41

www.mikrotiktrain.com
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Specific Server Limit

Specific Server Limit

L4 Let's create Yo Sanls D Py P|ng T
b ddth General | Advanced Statistics Traffic Total Total Statistics . . General |Advanced Satistics Traffic Total Total Statistics
anawl tame www.mikrotik.c Name
limit to Target: (00000 %% om Target: (00000 3k
MikroTik.co = ® but MikroTik /vD' i
m Target Upload Target Download ut MikroTi Target Upload Target Download
° Max Limt |unimted % [urimted * besis address to DST- Max Limt |unimted % [urimted * besis
PST'ag‘;ress e e = S address e e = S
IS used Tor Burst Threshold: |unimted % [unimted ¥ bte/s ® . . Burst Threshold: |unimted % [unimted ¥ bte/s
thIS Burst Time: [0 0 s MIkl"OTIk Burst Time: [0 0 s
o v Tine address canbe |~ MikroTik
Rules order used as Target- lkrolik.com
is important eatied address too eraties Address
www.mikrotiktrain.com 143 www.mikrotiktrain.com 144
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Specific Server Limit

® DST-address is useful to set
unlimited access to the local

Traffic Priority

® Let’s configure

New Smple Queue

Genersl Advanced  Statistics Traffic Total Total Statistics

higher priority | fserss e
network resources Tetion T oot
for queues Limit At:  unlimited *  unimited ¥ | bits/s
[ . . . -* Promy: 8 8
Prlorlty 1 IS Bucket Sze: 0100 0100 ratio
® Target-address and DST- higher than 8 | e sorms s 3
addresses can be vice versa ® There should i :
be at least two . .
. Set Higher Priority
priority g
www.mikrotiktrain.com 145 www.mikrotiktrain.com 146
: : Simple Queue Monitor
Simple Queue Monitor
‘ [x)
. . . Resource Graphs Queue Rules | Interface Rules  Resource Rules .
It is possible to get graph for each ~EIE
queue Slmple rule . Let’s enable ilwlmpleﬂueue 3_”00_33,?0:"933 ;i;zleonD.. j!ﬁwTalgel hd
h . f Il New Queue Graphing Rule: k3
. o graphing tor Sinple Gueus :
Graphs show how much traffic is Queues Alon Addeess (000010
v Store oh Disk
passed trough queue (e [ tealy_|
Copy
Remove
1 item
www.mikrotiktrain.com 147 www.mikrotiktrain.com 148
Simple Queue Monitor
) Graphs are Interface <ether1-1036> Statistics
available on + Last update: Wed Oct 24 16:04:37 2018
WWW “Daily" Graph (5 Minute Average)
® Toviewgraphs g Advanced Queing
http://router IP %
4,000 g
® Youcangiveitto .. 3
your customer f—.
10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16
N TR 2 Py Moo O 251 10Ws Clnront s 1AM
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Mangle

Mangle is used to mark packets

Separate different type of traffic

Marks are active within the router

Used for queue to set different limitation

Mangle do not change packet structure
(except DSCP, TTL specific actions)

www.mikrotiktrain.com

Mangle Actions

Mark-Connection

| connection Packet Packet H Packet ]
Marking Marked Marked

2 connection Packet Packet H Packet l
Marking Marked Marked

Mark-Packet

| connection Packet Packet H Packet ]
Marking Marking Marking

2 connection Packet Packet l—-l Packet
Marking Marking Marking

www.mikrotiktrain.com

Mangle Actions

Mark-connection uses connection tracking

Information about new connection added to
connection tracking table

Mark-packet works with packet directly

Router follows each packet to apply mark-
packet

www.mikrotiktrain.com

Optimal Mangle

® Queues have packet-mark option only

Combine Mark-Connection
and Mark-Packet

| connection Packet Packet Packet

mark-connection Marked Marked
mark-packet

2 connection Packet =] Packet Packet

mark-connection Marked Marked
mark-packet

www.mikrotiktrain.com

Optimal Mangle

® Mark new connection with mark-

connection

® Add mark-packet for every mark-

connection

www.mikrotiktrain.com

Mangle Example

® Imagine you have second client on the
router network with 192.168.X.55 IP
address

® Let’s create two different marks (Gold,
Silver), one for your computer and
second for 192.168.X.55

www.mikrotiktrain.com




Mark Connection

Genersl | Advanced Extra Action | Statistis ox
Actions |mark connection I3 Cancel
o Comnecton ke tark eer 1 5 =
Fassthrough
Disable
Comment 3
Cony
Remaove

Connection Type
Cornection State:

Reset Counters
Resek All Counters

[disebled [ [disabled

Mark Packet

New Mangle Rule New Mangle Rule [x]

General ‘Advanced Extra Action Statistics General  Advarced Extra Action ‘Stau;uc; oK

‘New Packet Mark:
{v|
Disable:

1| (ol

Kl

Dst. Address:
Pratocol: Comment it

Packet Mark:
(Eornection Mark ) [vark User 1
Routing Mark

Connection Type:
Connection State:

www.mikrotiktrain.com

[disabled [ [disabled
www.mikrotiktrain.com 158

Mangle Example

® Add Marks for second user too

® There should be 4 mangle rules for two
groups

www.mikrotiktrain.com

Advanced Queuing

® Replace hundreds of queues with just
few

® Set the same limit to any user

® Equalize available bandwidth between
users

www.mikrotiktrain.com 160

PCQ

® pcQ is advanced Queue type

® PCQ uses classifier to divide traffic (from
client point of view; src-address is
upload, dst-address is download)

www.mikrotiktrain.com

161

PCQ, one limit to all

® pPCQ allows to set one limit to all users
with one queue

;.2 G
=
— Type Name:_pogphoad Typs Name: |pog-dounioad
i @ Cancel | Kind: [peg 3
ot —
. Rate: 512 o] Rate: (512
oy Limit: |50 Copy Limi: [0
- [ |
peg Total Limt: 3000 Remove Total Limt: [2000
e s
el Burst Rate: - Burst Rate: -
Burst Thrsshold - Burst Threshold -
Burst Time: | 10.06:10 Burst Time: |DC:00-10
Casifiz Classfier
ox e -
. e Det. Poit Sre. Port T
www.mikrotiktrain.com 162




One limit to all

® Multiple queue rules are changed by one

General Advanced | Stafistics Trffic Total Tetal Statistics

PP -

Packet Marks: 2 [ mw |
e Y[ oewe |
— =
Target Upload Target Dowrload [ omw |
Limit At: |unimited % | uniimted ¥ bits/s
e Toozupins ) (CEmEe— e
Parent: nore % | Reset & Courters |
Priorty: |8 Torch

PCQ, equalize bandwidth

® Equally share bandwidth between customers

Simple Queues  Iterfece Gueues  Queve Tree  Gueue Types

1
Type|
i Type Name: | pegupload
defon Faza |
ind £
ether Fed Cancel | 3 -
hts 2
s, Rate: (512 Pty Rate: [512¢ [t |
st Limit; |50 Copy Limit: (50 Copy
peg — =~
poa Total Limt: [2000 Remave Total Limt: [2000 Remove
synct =
L Burst Rate: ¥ Burst Rate:
Burst Threshold - Burst Threshold:
Burst Time: |00:00:10 Burst Time: |00:00:10
Classifier Classifer
¥ Sro. Address Det. Address Sc.Addess ¥ Dst. Addess
10ems Sre. Pott Dat. Port Src. Port Dst. Port

www.mikrotiktrain.com 163 www.mikrotiktrain.com 164
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i
Equalize bandwidth PCQ Lab
® M i
upload/2M download is shared between . .
pload/ ® Teacher is going to make PCQ lab on the
users
router
General |:;:an Statistics | Traffic | Total | Total Statistics | oK Advanced | Statistics  Traffic  Totsl Total Statistics L TWO PCQ scenarios are gol ng tO be used
;| queuel Cancel PP - .
Target Address 1 nn‘ 4d - |& Apply s : Wlth ma ng | e
m [¥]biste e | e &
v~ Burst Copy erace: (3l *
m Remave Target Upload Tanget Download
Reset Courters | Limit At et 3 ¥ | bits/s
Reset All Counters ] J_)cq-upload | )
Parent: none ¥
Priority. &
www.mikrotiktrain.com 165 www.mikrotiktrain.com 166
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i
Summary Wireless
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What is Wireless Wireless Standards

® RouterOS supports various radio ® |EEE 802.11b - 2.4GHz frequencies, 11Mbps

modules that allow communication
over the air (2.4GHz and 5GHz)

® MikroTik RouterOS provides a complete ® |EEE 802.11a - 5GHz frequencies, 54Mbps

support for IEEE 802.11a, 802.11b,
802.11g and 802.11n wireless ® |EEE 802.11n - 2.4GHz - 5GHZ (from version 4 Routeros)

® |EEE 802.11g - 2.4GHz frequencies, 54Mbps

networking standards
g e IEEE 802.11ac - 5GHz (From version 6.16 RouterOS)

www.mikrotiktrain.com 169 www.mikrotiktrain.com 170

Supported Bands Supported Frequencies

® Depending on your country regulations
wireless card might support

« All 5GHz (802.11a) and 2.4GHz (802.11b/g),
® 2 4GHz: 2312 - 2499 MHz New :2192-2734

including small channels
® 5GHz: 4920 - 6100 MHz

www.mikrotiktrain.com 171 www.mikrotiktrain.com 172

Snooper wireless monitor Apply Country Regulations

Interfaces lmerfa:: <wlanl> [x]
Wireless eneral  Wireless | Data Rates fvance:
[ ] §] S t M Snooper <wlan1 > (running) 3] e General . LD et : »m 4 wos — = ‘
se Snoo pe r to Networks ' Stations [ Hesh E:n: 2 45/6 5] C:W‘e
- 23 = LD
H Stop requen d
get tota I view Of Fiequenc.. Band  Addess 551D OfFieq (%) OfTief (%) Bandwidh 1 r il M_EM”
-
BB e 00 00 Db — = r — y—\b L
H &Z 2 otspot | . MPLS Radio Name: [000C421B4EES
h I 9 2412 2.4GHz... DO:0C:420... Kiis 00 00 oby Seftings. ° S t | Torch
t e wireless L 2412 24GHz.. DDOBBE:A.. hotspat 08 80 72kby et wireless T seen Lt -
k G 2012 24GHz. DDOCAZI.. hotspol 08 80 72kb) . Bady Socurky Profle: [defout 5] scan.
© 2427 24GHz 00 by t f t I System » Fre, Usage. .
networks on @ 2452 24GHz 18 80kD| Interrace to app ya uuuuu requency Hods: Jhoulatory domain -
© 2447 24GHa. 14 2kby e on
© 2437 246H: a0 142k ot
used band e W wn B your country
2. 24GHz. DBI5E... defaul 07 196 5.9 kb| Radius s
. © 2442 24GHz.. 28 182 Kby | t Tods D e
L] ereless 2. 24GHz. O0OBER3.. sela 10 389 8.2 kby regu ations r——— OFsMode: [pone ||3]
) 2462 24GHz 25 20k
. . 4.2, 24GHz., 00IDTE: . fikes SE. 03 %3 73K8) MeteROUTER | Proprictary Extensions: post2925 3] &
interface is o e
] 2. OBOEEF.. MY_NEW.. 11 28 107 Kby o]
a 24.3kby Defalt AP TxRate: || v bps
d H d 2. D0:DCAZ0.. stendi 10 228 8.0 kb Ex
Isconn ecte at 2. DOOC420. stend 10 129 8101 kb Defauk Clent TxRates || = bps
2. 24GHe. OROBEBI. stendi 10 30 83kbi
B 6243 24GHz, 75 544 kb Defauk Authenticate
t h IS moment 2417 246Hz 92 618 kb Defeult Foruard
2. 24GHz.. 0DOC420 0o 0o _ Objy L1 Hide 551D
<
3 ilems
cisabled disabled
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RADIO Name

® We will use RADIO Name for the same

purposes as router identity

® Set RADIO Name as Number+Your

Name

www.mikrotiktrain.com
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Wireless Network
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Station Configuration

L] Set Inte rfa ce M nterface <wlani > X
General Wieless WDS  Nsteme  Status oK
mode=station ode: staon 5 —
Band: | 2.46HzonlyG * Apply
[ ] Se|eCt ba nd Frequency: 2422 ¥ | MHz
S5I0: MikraTik -
. . Scan List -
S et SSI D; WI reless Secuity Profie: | default 3 flocch)
Secan
. Al Mok e -
Network Identity et s BT
Default AP Tx Rate: ¥ bps Align
. F req u e n Cy is not Default Client T Fate: v bps S
. v il efault Snooper...
important for
client, use scan-list
']

Connect List
® Set of rules

u Se d by Interfaces  Nstreme Dual  Access List Registration  Connect List Sacurity Profiles
station to B =1
# Interface MAL Address Connect| Area Prefis Signal Str.. Securty .. -
Se|eCt access B New Station Connect Rule 3]
Interface: ¥ 0K
p fo) i nt MAC Address - Cancel
v Connect ==y
el T | Disable
Area Prefi * [ Comment
Signal Stienghh Frange: |-120.120 Copy
Seouity Profie: | default ¥ Fiemave
Oiterns

www.mikrotiktrain.com
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Connect List Lab

® Currently your router is connected to
class access-point

® Let’s make rule to disallow connection
to class access-point

® Use connect-list matchers

www.mikrotiktrain.com 179

Access Point Configuration

® Set Interface
mode=ap-bridge
® Select band

® Set SSID, Wireless
Network Identity

® Set Frequency

General 'Wieless WDS  Nsheme Status

Mode:  ap bridge

“| 4

Band: | 24GHz8/G

v/| Default Authenticate
v/ Default Fomard

M Interface <wlan2> X9

oK

Caneel

Apoly

|
||

Torch

Scan

Freq. Usage.

Align

Sriff...

Snaoper

Reset Configuration J

Hide 551D
Eonpression AdvancedMode |||
unning runing 3p
ktrain.com 180
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Registration Table

M Wireless Tables X)

Interfaces Nsheme Dual AccessList Pegistralion | Copnect List  Security Profiles
7
Fadio Name | MAC Address Interlace | Uptine (AP |W..|LastActiviL.. Signal Strengl... Te/FiRate || ¥
AO0ISEDA0.. 001560900071 wianl 000851 pes o 0670 26 48Mbps/TMbps

View all
connected
wireless
interfaces
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Security on Access Point

M Interface <wlanl> X
. A I. . General | Wieless WDS | Nsheme  Status oK
ccess-list is o [t | [ oo
d Band: | 24GHzB/G 3 Apply
used to set Fraquency: 2412 | Mz
MAC-address S5 EFEOD N [ oo
. Sean List - o
securi ty Securty Profe: | defaut ¥ Terch Cancel
° . ArtennaMode: |artenna a 3 goan.. Apply
- Freq. Usage.
Disable Default o |
o . . Comment
Authentlcathn Defaul Cient T+ Rate: - bps o o
| el A Snooper, E—
to use only
Access-list
deabled deatled
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Default Authentication

® Yes, Access-List rules are checked,
client is able to connect, if there is no
deny rule

® No, only Access-List rule are checked
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Access-List Lab

® Since you have mode=station
configured we are going to make lab on
teacher’s router

® Disable connection for specific client

® Allow connection only for specific
clients

www.mikrotiktrain.com
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Security

® Let’s enable encryption on wireless
network

® You must use WPA or WPA2 encryption
protocols

® All devices on the network should have
the same security options
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Security

wireless Tables

Interfaces | Mstreme Dual | AccessList | Registration  Connect List EEtur\tvaﬂles‘

® |Let’s create WPA

[usmewo Seneral |RaDIS ERe Statickeys
defaul nol
. Tiame:
encryption for our T 1
H
wireless network
— Unicast Ciphers
) thip aes com
WPA Pre-Shared
tip ags com

Key is
mikrotiktraining

uipa Pre-shared Key:

PAZ Pre-shared KeyJ R

Group Key Updatei |00:05:00

Henagarert Protections [aloned [ 5]
et mostonker |

==l
<5

x|

Ix]
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Configuration Tip

Session  Settings  Dashboard
® To view hidden Pre- el=] ‘,;';:‘:“””‘"“/ =

Shared Key, click on Qi | oo imos e see
Hide Passwords B | e
® Itis possible to view § ki s 85
. 5l IPv6 gEeioe Se gL
other hldden MPLS WPA Pre-Shared Key:  ParsisNet
. . Openfiow WPAZ Pre-Shared Key: |ParsisNet
information, except = e
router password - o G ey i 10350
Log Management Protection  allowed s
'—?faam Management Protection Key

www.mikrotiktrain.com
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Drop Connections between clients

Default-Forwarding used e =
to disable o i s M
communications | —
between clients S Mg
connected to the same sauuaige

Advanced Mode:

access-point

disabled disabled

www.mikrotiktr

Default Forwarding

® Access-List rules have higher priority

® Check your access-list if connection
between client is working

www.mikrotiktrain.com
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Nstreme

MikroTik proprietary wireless protocol

Improves wireless links, especially long-
range links

To use it on your network, enable
protocol on all wireless devices of this
network

NV2 = Nstreme version 2

www.mikrotiktrain.com 190

® Enable Nstreme

Nstreme Lab

General Wireless | Data Rates Advanced HT HTMCS WDS .

Mode: ap bndge £3

on your router S e =

[ ] ChECk the Channel Width: |20MHz s

. Frequency: |2432 ¥ MHz

connection R i
status Radio Name: |HGH

PY Scan List: |default 3

Nstreme should ()2 5

be enabled on Securty Profie:

both routers Frequency Mode: | ™2

nv2 nstreme

Courtry: V2 nstreme 80211
un

speciied

www.mikrotiktrain.com
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Summary
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Bridging

www.mikrotiktrain.com
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Bridge Wireless Network

Class AP
Your Laptop  Your Router b |
A ..... o f )
/4 Internet *
"-\ \-«-/
192.168.X.1 192.168.X.254 T

DHCP-Client

* Let’s get back to our
configuration

www.mikrotiktrain.com 194

Bridge Wireless Network

-_©

www.mikrotiktrain.com

We are going to create
one big network

195

Bridge

® We are going to bridge local Ethernet
interface with Internet wireless
interface

® Bridge unites different physical
interfaces into one logical interface

® All your laptops will be in the same
network

www.mikrotiktrain.com 196

Bridge

® To bridge you need to create
bridge interface

® Add interfaces to bridge ports

www.mikrotiktrain.com
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Create Bridge

® Bridge is configured from /interface
bridge menu

Bridge |ports | Fkters NAT Hosts Generel [stp status Traffc oF

+)=] [][=] [ [7] [ nome: (SRR || [ Concel ]
hame " Tryee

Type: [Bridge Aply
v [1500

Diszble
20m

mmmmmmm

eeeeee
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Add Bridge Port

® Interfaces are added to bridge via

T - |
Bridge Ports ‘F“‘E'S MAT | HC General ‘statui oK
G-l [v)lx| [a] [7 el |
1 fhether2 bridgel Apply
1 thethers bridge1
Path Cost: |10 Comment
Horizon: - Copy
Remaove
e —
O —
N —
[2 ttems (1 selected) [sabled [
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Bridge

® There are no problems to bridge
Ethernet interface

® Wireless Clients (mode=station) do not
support bridging due the limitation of
802.11

www.mikrotiktrain.com 200

Bridge Wireless

® WDS allows to add wireless client to
bridge

® WDS (Wireless Distribution System)
enables connection between Access
Point and Access Point

www.mikrotiktrain.com 201

Set WDS Mode

Intes wlan1> [<]
General Wireless |5 | Nstrems Status | .. o
" Cancel
Band: [2.4GHz-B/G =] Apply
Frequency: [2412 (%]
-

. H H el Torch
Station-wds is =
special station i — v

. Defauk Clent TxRate: | | bps =
mode with
Default Forward
O Hide 5510
WDS support
|disabled |disabled
TITRTOtiRtratT.CoTTT 202

Add Bridge Ports

® Add public and

) ey |
local interfaceto &~ V"

bridge
® Etherl (local),
wlan1 (public) .

\\\\\

T — T

www.mikrotiktrain.com 203

Access Point WDS

® Enable WDS on AP-bridge, use
mode=dynamic(...)

® WDS interfaces are created on the fly

® Use default bridge for WDS interfaces

® Add Wireless Interface to Bridge
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® Add Wireless

AP-bridge

Interface <wlanl> [<]
General WWireless |wns Nstreme  Status  Traffic oK

® Set AP-bridge
settings

AntennaMode: [artenna & =
otk rrae | v =

Defau Cllnt TxRates ||~ bes st

Defaulk Authenticate Snaoper.
Defauik Forward

[ Hide 5SID: Reset Configuration

interface to bridge

|disabled disabled
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WDS configuration

Gereral wireless WO3 | nistreme Status  Traffic o
Cancel
e
) DS Tgnore 5510
Camment

® Use dynamic (mesh)
WDS mode

® WDS interfaces are
created on the fly

® Others AP should use
dynamic (mesh) too

|disabled

disabled

www.mikrotiktr:

® WDS link is

WDS

Inierfaces | Neteme Dual Access List Registiation Connect List - Security Frofiles

WDS Lab

established = i

Hame
Gl

Tvpe Tx
Wieless [Atheros AR Obps ___Mbps
wDs

R TwPac.. RiPac.|MACAddiess |+
000.0C:4214:07.ED

R el
I DRA™ <owdsi

Otps Obps [} 0 00.0C4214:07.6D

® Dynamic
interface is
present

Delete masquerade rule

Delete DHCP-client on router wireless
interface

Use mode=station-wds on router

® Enable DHCP on your laptop
BT ® Can you ping neighbor’s laptop

WDS Lab Station Bridge
® Your Router is Transparent Bridge now ® There is an easy way for bridging
® You should be able to ping neighbor wireless in MikroTik

router and computer now ® You can Bridge wireless link with ap-
® Just use correct IP address bridge with Station'bridge if both side
use RouterOS




Restore Configuration

® To restore configuration manually
change back to Station mode

Add DHCP-Client on correct interface
Add masquerade rule

Set correct network configuration to laptop

Summary
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Route Networks
® Configuration is back
® Try to ping neighbor’s laptop
Routing ® Neighbor’s address 192.168.X.1
® We are going to learn how to use route
rules to ping neighbor laptop
www.mikrotiktrain.com 213 www.mikrotiktrain.com 214
Routes
Route
® Destination:
® ip route define where packets should net.works e s .
which canbe = * ¥ als
e sent reached I e ST I
® Gateway: i,
. . . IP of the next ..
Let’s look at /ip route router to e |
reach the e ——
destination

www.mikrotiktrain.com 215
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Default Gateway

Routes | Rules

+|= T
Destination Gatevway

DAS P 0.00.0/0 192168100

DAC 192168 20/24
D&C P 192168.100.0/24

Destination:  0.0.0.0/0
Gateway: 1921681001

* Default gateway:
next hop router

Gateway Interface:

Interface:  ether!

Where a” Check Gateway:
(0-0.0.0/0) trafﬁc Type: | unicast
is sent —

Seope: |30

Target Seope: 10

(=

E M Route <0.0.0.0/0>
Genel At

Set Default Gateway Lab

Currently you have default gateway
received from DHCP-Client

Disable automatic receiving of default
gateway in DHCP-client settings

Add default gateway manually

Routing Mark:
3items [1 selected) dynarnic active static
www.mikrotiktrain.com 217 www.mikrotiktrain.com 218
Routes Status R
outes
LOOk at the M Address List
other routes | s, s 1 ® A acti
Routes with -active
DAC are ® D - dynamic
added e ® C- connected
automatically -ty == e ® 5 _ctatic
DAC route
comes from
IP address
configuration
3items (1 selected)
www.mikrotiktrain.com 219 www.mikrotiktrain.com 220
- Static Route
Static Routes
° . , . ® Static route specifies how to reach
Our goal is to ping neighbor laptop specific destination network
® Static route will help us to achieve this °
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Default gateway is also static route, it
sends all traffic (destination 0.0.0.0/0)
to host - the gateway

www.mikrotiktrain.com
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Static Route Route to Your Neighbor

® Additional static route is required to ® Remember the network structure
reach your neighbor laptop ® Neighbor’s local network is
192.168.x.0/24
® Because gateway (teacher’s router) ® Ask your neighbor the IP address of
does not have information about their wireless interface

student’s private network

www.mikrotiktrain.com 223 www.mikrotiktrain.com 224

Network Structure

Route To Your Neighbor

M . ® Add one route rule
.. 1 ® Set Destination, destination is

..‘? ~ ﬁ Internet * neighbor’s local network
, ¢ ® Set Gateway, address which is used to
o ’ reach destination - gateway is IP
| - address of neighbor’s router wireless
~ interface

www.mikrotiktrain.com 225 www.mikrotiktrain.com 226

Route Your Neighbor

Router To Your Neighbor

® Add static route 5 o 5

® Set Destination |+ 7 | o
and Gateway i b2z =] seme : | o : :

o ) Yo = * You should be able to ping neighbor’s laptop
Try to ping g now
Neighbor’s .

Scope: 265
Laptop Taomsosn [

Fouting Mark: -

Prel. Source: -
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Dynamic Routes

® The same configuration is possible with
dynamic routes

® Imagine you have to add static routes
to all neighbors networks

® Instead of adding tons of rules,
dynamic routing protocols can be used

www.mikrotiktrain.com 229

Summary
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Local Network Management

Access to Local Network

® Plan network design carefully

® Take care of user’s local access to the
network

® Use RouterOS features to secure local
network resources

www.mikrotiktrain.com 231 www.mikrotiktrain.com 232
ARP ARP Table

® Address Resolution Protocol =
® ARP joins together client’s IP address « ARP table o e

with MAC-address orovides: [P e o f eERE RIS R
® ARP operates dynamically, but can also address, i

be manually configured MAC-address = e

and Interface = ' e
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Static ARP table

To increase network security ARP
entries can be crated manually

Router’s client will not be able to
access Internet with changed IP
address

www.mikrotiktrain.com 235

Static ARP configuration

m |
° . Inlerface | Ethenel EclP Tunnel [P Tunnel WLAN
Add Static Entry #e | v x| [0 |7
Mame Type T v
to ARP table “ether] Ethernet u
Interface <ether1 >
L] Set for |nterface General | Ethemel | Status | Traffic 0K
Name: [ethert Cancel
arp=reply-only to s
H H MTU: (1500
dlsable dynamlc MAC Address: [000C:42.20.97.68
ARP creation 4RP: [reptyonly G

® Disable/enable
interface or
reboot router

unring ik ok
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Static ARP Lab

Make your laptop ARP entry as static

Set arp=reply-only to Local Network
interface

Try to change computer IP address
Test Internet connectivity
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DHCP Server

® Dynamic Host Configuration Protocol

® Used for automatic IP address
distribution over local network

® Use DHCP only in secure networks
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DHCP Server

® To setup DHCP server you should have IP
address on the interface

® Use setup command to enable DHCP
server

® It will ask you for necessary information
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DHCP-Server Setup
Addiesses = @

Routes

DHCF | Metworks  Leases  Options  Alerts
Foal

ARP % T | DHCPConfig | DHCP Setup
Firewall Harne Interfa... | Relay Lease Time Address Pool| ¥

A dhepl 22010:00:00 dhep_poolt
Socks DHCP Setup

UPnP

. Setup has completed successhully
Traffic Flow

Accaunting

Services

Packing
Meighbors We a re d O n e !
DNS

wieb Prox
DHCP Client
DHCF Server 4

NHIP Relau 1item '
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Important

® To configure DHCP server on bridge,
set server on bridge interface

® DHCP server will be invalid, when it is
configured on bridge port
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DHCP Server Lab

® Setup DHCP server on Ethernet
Interface where Laptop is connected

® Change computer Network settings and
enable DHCP-client (Obtain an IP
address Automatically)

® Check the Internet connectivity
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DHCP Server Information

I DHCP Server X
DHCP | Metworks Lessss Options | Alents
&= 1 | T | MakeStatic | Check Status
° L H d Address Active Addiess | Active MAC Addre... Active Hos... Expires After | Status |
eases pI’OVI e o i 152.168.100.95 00:17F2.35.02CE Maciniosh 2d 164051 bound
D A 152.168.100.55 O0:1C4ZCIZEE7  nolHZ 2d13.45.20 bound

information
about DHCP
clients

<
2 items (1 selected)
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Winbox Configuration Tip

I DHCP Server,

DHCP | Networks Leases | Options  Alerts

&= 1| V| | MakeStac | Check Status
Address otive Address |Active MAC Addre i a
URRPY ow Categories
Show or D 4 192168 10055 00 1C4ZCI2657 nol6iz 2134257

hide
different
Winbox
columns

ClsF

MAC Address
Use Src, MAC Address
ke

Cliert D

Select Al Chrlta

add A

<
2 tems (1 selecied)
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Static Lease

B DHCP Server X
DHCP | Networks Leases  Options  Alerts

® We can make
lease to be static |+i= | o v CEED) o

Addiess Active Address Active MAC Addre.. Active Hos. . Expires After Status | w

2d15:45:20 haund

. | i) 192.168.100.95 00:17:F2:35:02.CE  Macintosh 2d16:40:51 bound
H H D i 19216810055 00:1C:42C3:26:57 16E2

Client will not "
get other IP
address

|
2 items (1 selected)
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Static Lease

® DHCP-server could run without
dynamic leases

® Clients will receive only preconfigured
IP address
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® Set Address-Pool

to static-only

® Create Static
leases

Static Lease

[l DHCP Server

DHCP  Metworks Leases ‘Dplmns Blets

#| = Make Static || Check Status

x|

0 192168100 O0:17F23502CE  Macintosh-2

|A|:lwe Addiess | Active MAC Addre. .|A|:t|ve Hos. ‘ Expires After
00:44:12 hound

Status | ¥

00:43:27 bound

<

Pools

® Pool defines the range of IP addresses for
PPP, DHCP and HotSpot clients

® We will use a pool, because there will be
more than one client

® Addresses are taken from pool
automatically
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IF " addresses IP Pool g
Fouting " Routes lsed Addresses
Forts E”EI
Qe Chil? Mame ¢ Addresses MNext Pool -
Drivers Firewsall Fool 192.168.100.2-192.168.100 254 none
System " Socks
Tunnels
Log Traffic Flow Warve: (Pool | ok
SNMP Aecounting Addresses: 102 168.100.2-1] o Cancel
Lisers Services Plext Pool: [none 2R Apply
Fiadlius Packing
Taols I Heighbors
Telnet eh Prosy
Paszword DHCP Clisnt
ety DHCF Server 1 item {1 selected)
Make Supout rif DHCP Relay
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° B New Interface E
[ . . . Add PPPOE General DialOut Status  Traffic oK
Point to Point Protocol over Ethernet is ) [ __ ]
. Cllent efoce gpematl]  DEYIEE | MikioTik -
often used to control client CIRIEE Y -
) ® You need e .
connections for DSL, cable modems ser: [ches
’ to set
and plain Ethernet networks i R gl
Interface oo e ie: | defaul s
PPTP Server
[ ] Set Login pore chré Dial On Demand
® . . L2TP Client v Add Default Route Torch
MikroTik RouterOS supports PPPoE and e Lse Peer DNS
PPPoE Server
client and PPPoE server (ppp package) Password | miwg o .
mzchapl v mschap2
Status:
www.mikrotiktrain.com 251 www.mikrotiktrain.com 252




PPPoE Client Lab PPPoE Client Setup

Teachers are going to create PPPoE

[ ) .
server on their router Check PPP connection

. . .
Disable DHCP-client on router’s Disable PPPOE client
outgoing interface ® Enable DHCP client to restore old

Set up PPPoE client on outgoing configuration

interface
Set Username class, password class
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PPPOE Server Setup PPP Secret

x|

E [ ] U se r' S d at a b ase Intetface  PFFGE SevverF‘vull\es Active Canneslions
+

1| | ¥ | PPP Authenication & Ascounting

Interfacll PPPoE ServersMsecrets  Profles  Active Cornections
Pas;

. ¢ Add |Ogln and tere M New PPP Secret X

s Remate

) Servies.. ~ |Inteifae Mai MTU Mex MAU [ MAAL__ Defayl Profile Authentcalion - Name: [ o
S e | e Ct M Now PPPoE Service 3] ame:
Sewvice Name: FERE] Pa SSWO rd Password: | passnord Cancel
I nte rfa Ce Inteiface: | etherl E3 P i Service: | pppoe * Apely
MaMTU: 1480 -AW@ Se I ect service FalerD: M Disable
Profile: | default s

® Select Profile . . - =
Keepalive Timeout - Con‘ﬂgu rat'on ocal Address: T

Remote Address: - FRiemove.
Diefaul Profiie; | defaul

P is takef from o -

Ma Sessions -
Authertication f H I Limit Bytes In: -
v oo 9 ch rotie

(=2 2 Limit Bytes Out: v
V| machap V| mechap2 “

Oiterns Qitems
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PPP Profiles PPP Profile

Interface  FFFOE Servers Secrete Profiles ‘Acuve Cannections

E“E‘ E‘ M PPP Profile <default> x|

Narme B 0K
default
@ defoult Cancel
Apply
Commen i

. .
Set of rules used for PPP clients ® | ocal address - oy e

o e Remove
Server address pe———— T

® The way to set same settings for ® Remote Address - "

2items (1 selected)

different clients Client address e G T

-~ Use Vi Compressian
& defauk

- Use Enciypion
© defak  na & yes

— Change TCP M3
© detault

| defaulc
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PPPOE

® Important, PPPoE server runs on the
interface

® PPPOE interface can be without IP
address configured

® For security, leave PPPOE interface
without IP address configuration

www.mikrotiktrain.com 259

PPP Status

[ x|
Interface. PPPoE Servers  Secrets F'mlil
=l (s ]
Name  /|Sewice |Caller D |Encoding |Addiess [Uptime -]
L nomis pppoe  DO:OC:AZIC.. 5581 00:00:30

Il PPP Active User <normisz

General |

- —
Service:
Caller ID:
Encoding: I:l
Addess
Uptine:
I Session 1D
el g [
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PPTP

Point to Point Tunnel Protocol provides
encrypted tunnels over IP

MikroTik RouterOS includes support for
PPTP client and server

Used to secure link between Local
Networks over Internet

For mobile or remote clients to access
company Local network resources
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PPTP

. Internet *
1 S=

L [ e | o | 4 [ o [ o [

L o
o @ ‘.

Secured Tunnel
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PPTP configuration

® PPTP configuration is very similar to
PPPoE

® L2TP configuration is very similar to
PPTP and PPPoE
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PPTP client

Ml New Interface

!

L Ad d P PTP General  Dial Out | Status - Traffic
Addresd]
 [nterface i
S pecify e
a d d ress of Profile: | default-encryption +
P PTP server Add Default Route
Allow
® Set login and L
machapl v mgchap?
password /
Status:
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PPTP Client

® That’s all for PPTP client configuration

® Use Add Default Gateway to route all
router’s traffic to PPTP tunnel

® Use static routes to send specific traffic
to PPTP tunnel
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PPTP Server

® PPTP

-

Server is
able to
maintain
multiple
clients

It is easy to
enable
PPTP
server

Interface | PPRoE Servers Seciets Profiles Active Connections

g 7 (EFTP Server L2TP Sewver || OVPN Server
Name T+ Pa... A Pa.

el Enahled 0K

MaxMTU: 1260 o

il

Max ML 1460
Apply
MRRU:

Keepalive Timeaut. |30 a
Default Profle: | defeuencryption | ¥
Authertication

pap chap
v mschapl | mschap2
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PPTP Server Clients

® PPTP client settings are stored in ppp
secret

® ppp secret is used for PPTP, L2TP, PPPoE
clients

® ppp secret database is configured on
server
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Important

® The same profile is used for PPTP,
PPPoE, L2TP and PPP clients

® PPTP(L2tp ,PPPOE ,....) Server and client
can be active within a router at same
time
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PPTP Lab

® Teachers are going to create PPTP
server on Teacher’s router

® Set up PPTP client on outgoing
interface

® Use username class password class
® Disable PPTP interface
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Transparent Proxy

® User need to set additional
configuration to browser to use Proxy

® Transparent proxy allows to direct all
users to proxy automatically
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Transparent Proxy

Logging

=
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DST-NAT rU|es [Cran: e Action: [T + | Cancel ® . =
required for e Add logging —
st Aedess, Disable
transparent rule #/=) [l ] .
— = Temics - | Prefis Action >
proxy s ® Check logs e
® UTTP traffic . Pon Todex: L[ webmon 5] 5 oy
e [detug |[5] & °Uw
ShOUld be Out. Interface; |: Prefis: hd Apply
redirected to e — cton ey | %]
router A = o ) Doy
1an/02/1970 181944 system info log rule remeved by admin ;‘
e — e et BESEN s
I PO 16201 ey st 192168100253 BET b s g o oo ssbact55
an/02197018:4201  web-prony account 192.168.100.253 GET gif
Jan/02197018:42:14  web-proxy account ?E“;”ﬁ’fg;&;iﬁﬁ’:ﬁj action=allow cache=MI5 5 j
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Summary Dude
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Dude Dude
° . ° ; .
Network monitor program Dude consists of two parts:
® Automatic discovery of devices 1.Dude server - the actual monitor program.
® Draw and Layout map of your networks It does not have a graphical interface. You
° can run Dude server even on RouterOS
Services monitor and alerts 2.Dude client - connects to Dude server and
® |tis Free shows all the information it receives
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Dude Install

® Dude is available
at
www.mikrotik.co

m

® Install is very
easy

® Read and use
next button

@ The Dude Setup
‘\ )

ek pwlmt il The Dude:in the folo
and sek

Choose Install Lacation
Choose the Folder in which to install The Dude,

ing Folder, To mstnn dfferent folder, click Browse:
ot fashr, Sk taHt sokeribiniens

Space required: 9218
Space avalable: 28.368

< Back Instal Cancel

7
Install Dude Server on computer
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Dude

® Dude is translated to different

languages

® Available on wiki.mikrotik.com
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Dude First Launch

® Discover
option is
offered for
the first

A+v ~?‘|‘j{7k~u._ s || e

)
R e

& g [152168200724

AT A ——
launch 2 —
A —
[ J B e 3 P =
You can s 24 g
o > asa.
d Iscover Iocal s€es ol 2oyl [DNS, SNWP, NETEIOS, IP »
gl i [E S ) )
k I s £ F—J
networ i
o Jas S S: o Obps / @ 85s Jlwy b Obps Jsjm: mx Obps/ & 83l Jimyit.
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Dude Lab

Download Dude from
ftp://192.168.100.254

Install Dude

Discover Network

Add laptop and router

Disconnect

Laptop from Router
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Dude Usage
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D

ude Usage
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Troubleshooting
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Lost Password

® The only solution to reset password is
to reinstall the routerOS or use reset
jumper
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RouterBOARD License

® All purchased licenses are stored in the
MikroTik account server

® |f your router loses the Key for some
reason - just log into mikrotik.com to
get it from keys list

® |f the key is not in the list use Request
Key option
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Bad Wireless Signal

check that the antenna connector is
connected 'main' antenna connector

check that there is no water or
moisture in the cable

check that the default settings for the
radio are being used

Use interface wireless reset-
configuration
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No Connection

Try different Ethernet port or cable

Use reset jumper on RouterBOARD

Use serial console to view any possible
messages

Use netinstall if possible

Contact support
(info@mikrotiktrain.com)
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Before Certification Test

® Reset the router
® Restore backup or restore configuration

® Make sure you have access to the
Internet and to training.mikrotik.com
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Before Certification Test

® Turn off your cellphone
® Don’t use proxy

® Don’t use copy, paste and print screen
bottom

Certification Test

® Close all messenger, email services and any
capture software
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Certification test

® Go to http://training.mikrotik.com

® Login with your account

® Look for IRAN/Mashad by H.Ghaseri Training
® Select Essential Training Test

PEI' 575
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- MikroTik Certified Network Associate
- MikroTik Certified Routing Engineer
- MikroTik Certified Wireless Engineer
- MikroTik Certified Traffic Control Engineer I N St ru Ct | ons
- MikroTik Certified User Management Engineer
- MikroTik Certified IPv6 Engineer

- MikroTik Certified Inter-networking Engineer

PEI' 575
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