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Foreword

For the better part of two decades modern IT administrators benefited from a fairly
predictable progression of more powerful, yet cheaper technology at their disposal to
provision to users to keep them happy and productive in their daily jobs.

While powerful and responsible for where we are today - one facet lingers today as a
penalty we all must contend with. This is the issue of "scale". Scale should be thought of as
the RATIO of users, devices, applications per admin - not simply the sheer size of any
deployment. For therein lies the problem we all continue to try to solve: How to take this
remnant of the power of Moore's Law and the proliferation of cheap, powerful Windows
Workspaces and reign it back in.

Virtualization ushers in a completely new way to think about both the process and
architecture of deploying Windows Workspaces to end users. No longer do we need to
think of a workspace as a static stack of hardware, OS, software, and user environment.
Furthermore - we don't necessarily need to continue to have a one to one relationship with
every one of them.

Instead we use the power of virtualization, centralization, and abstraction to allow us to
assemble workspaces on demand - combing new OS's, applications, security policies, and
many more as needed, where needed, and how they are needed.

Solutions like VMware Horizon, Citrix XenDesktop, or Amazon Workspaces should be
considered for any organization looking to get scale to begin to work for them, instead of
against them. And much like the foundational platforms of the past such as Compaq, HP,
Dell, and others - an ecosystem has emerged to cater to a host of operational, security, and
application lifecycle management requirements.

In this book you will begin or perfect your journey to a new way to think about the
provisioning, deployment, and management of next-generation Windows Workspaces.

J. Tyler Rohrer

Co-Founder Liquidware Labs
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Preface

VMware Horizon View is the platform to deliver centralized, virtual desktop machines
hosted on a server running a hypervisor, and located in a data center. The end user then
connects remotely to their virtual desktop machine from their endpoint device such as a
Windows laptop, Apple Mac, or tablet device.

This technology was first introduced by VMware in 2002, and has developed and matured
to become the mainstream technology that we know today as Virtual Desktop
Infrastructure (VDI).

VDI provides users the freedom to work in a way that suits them, by freeing them from the
restrictions of not having to be in the office, but also allowing them the choice of device they
use making them more productive, and ultimately your business more agile.

From an IT administrator's perspective, it allows you to centrally manage your desktop
environment, from being able to manage desktop images, to the ease of adding and
removing user entitlements, all controlled from a single management console.

VMware Horizon 7 and Horizon View version 7.0.2 is VMware's latest virtual desktop
solution, designed to centralize and virtualize your desktop environment using the market
leading virtualization features and technology within VMware's Software Defined Data
Center (SDDC) portfolio.

Horizon View 7 builds upon this technology platform, and today goes far beyond just VDI
in delivering a rich user experience, enabling BYOD, flexible working, enhanced security,
application delivery, and end-to-end management.

Delivering an end user experience requires a different approach from other infrastructure-
based initiatives, and getting this right is the key for a project to have a successful outcome,
and this book will show you how to succeed.

What this book covers

Chapter 1, Introduction to VDI and VMuware Horizon 7, this chapter covers an introduction to
VD], explaining what it is, and how it compares with other VDI type technologies. We will
then cover a brief history of the VMware VDI story, followed by an overview of the latest
solution.
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Preface

Chapter 2, An Querview of Horizon View Architecture and Components, will introduce you to
the architectural components that make up the core VMware Horizon solution,
concentrating on the virtual desktop elements of Horizon View Standard and the
functionality of brokering virtual desktop machines.

Chapter 3, Design and Deployment Considerations, will introduce you to design and
deployment techniques to take into consideration when undertaking your VMware Horizon
project. We will discuss techniques to prove the technology and understanding how it will
work inside your business, methods to assess your user's existing workload and how to use
this information to help design your VMware Horizon Solution.

Chapter 4, Installing and Configuring Horizon View, will cover the installation process of the
core Horizon View components, such as the Connection Server, Security Server, Replica
Server, Enrollment Server, as well as the Cloud Pod Architecture feature. Following the
installation, we will start to configure the base elements of a Horizon View installation.

Chapter 5, Securing Horizon View with SSL Certificates and True SSO, covers the aspect of
VMware Horizon View, and in particular, how we deliver secure communication to the end
user client, and also the different infrastructure components within the data center. The first
half of this chapter will start with an overview of what an SSL certificate is, and then how to
create and issue a certificate before configuring Horizon View to use it. In the second half of
the chapter we will look at configuring the VMware True SSO feature.

Chapter 6, Building and Optimizing the Virtual Desktop OS, covers how to create and
configure the virtual desktop machines after building the Horizon View infrastructure and
its components, and then build the desktop operating system on them, configuring it so that
it is running at its optimum performance level to run in a virtual environment.

Chapter 7, Managing and Configuring Desktop Pools, covers how Horizon View uses the
concept of desktop pools to create a collection of virtual desktop machines for specific use
cases, which in turn are allocated to the end users. In this chapter, we will look at the
process to configure the different types of desktop pools.

Chapter 8, Delivering Remote Applications with View Hosted Apps, dives deeper into the key
feature of Horizon Advanced Edition, and looks at how Horizon View publishes an
application directly into the Horizon View Client, without the need of having to launch a
full virtual desktop machine. We will walk through the installation and configuration
process to get our first set of Horizon View published applications available to the end
users.

Chapter 9, Delivering Session-Based Desktops with Horizon View, covers the other half of
View's remoting capabilities and looks at how Horizon View can deliver session-based
desktops from a Microsoft RDSH infrastructure.

[2]
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Chapter 10, Horizon View Client Options, covers how the View Client is used to receive and
display the virtual desktops and applications on the end user's device. In this chapter, we
will look at the options for the View Client, both hardware and software, and discuss the
various options and why you would choose one method over another.

Chapter 11, Upgrading to a New Version of Horizon View, covers all the things you need to
consider before upgrading and will then take you through the upgrade process. This
chapter is designed for those that are currently running a previous version of Horizon View
and are looking to upgrade to the latest version.

Chapter 12, Troubleshooting Tips, covers some troubleshooting techniques and methods for
use within Horizon View rather than going through a list of problems and issues.

Online Chapter, Fine-Tuning the End-User Experience, available at https://www.packtpub.c
om/sites/default/files/downloads/5657_FineTuningtheEndUserExperience.pdf,
covers one of the key tasks in building the best user experience possible, which is to start
fine-tuning the performance and experience for the end user's session with their virtual
desktop machine. In this chapter, we will look at the tuning techniques and the pre-built
Group Policy objects that can be applied to create that experience.

Online Chapter, Managing User Environments in Virtual Desktop Infrastructure, available at h
ttps://www.packtpub.com/sites/default/files/downloads/5657_ManagingUserEnvir

onmentsinVirtualDesktopInfrastructure.pdf, introduces you to Horizon View Persona
Management, what it is, and why you would want to deploy it. We will then examine how
it is driven by Standard Active Directory Group Policy finishing with an in depth look at
the policies available. The second part of this chapter introduces you to VMware UEM and
how to get up and running.

What you need for this book

To get the most out of this book, you should have some experience of working as a desktop
administrator with skills and knowledge around building and designing Microsoft
Windows-based desktop environments. You should also be familiar with the VMware
vSphere platform (ESXi and vCenter Server) and be comfortable with building and
configuring virtual machines as well as configuring storage and networking for use in a
virtual infrastructure. Throughout this book, you have the opportunity to follow step-by-
step practical guides in deploying Horizon View in an example lab environment. If you
want to work through the practical examples, you will need the following software:

e VMware Horizon View Version 7, 7.0.1, or 7.0.2
¢ vSphere for Desktop (ESXi and vCenter Server 6)
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Preface

You can download a trial copy of Horizon View 7 from the following link:

https://my.vmware.com/web/vmware/info/slug/desktop_end_user_computing/vmware
_horizon/7_

You will also need the following software to build virtual machines and deploy
applications:

Microsoft Windows Server 2012 R2 64-bit
Microsoft Windows 7 Professional 32-bit or 64-bit
Microsoft Windows 10

Microsoft SQL Express 2012

Microsoft Office 2016

Who this book is for

If you are a desktop administrator or part of a project team looking at deploying a virtual
desktop and/or application delivery solution, or take advantage of some of the latest
features, then this book is perfect for you and your ideal companion in helping to deploy a
solution to centrally manage and virtualize your desktop estate using Horizon View 7.

You will need to have some experience in desktop management using the Microsoft
Windows desktop and server operating systems, and general Windows applications, as
well as be familiar with the Active Directory, SQL, and VMware vSphere infrastructure
(ESXi and vCenter Server) technology.

Conventions

In this book, you will find a number of text styles that distinguish between different kinds
of information. Here are some examples of these styles and an explanation of their meaning.

Code words in text, database table names, folder names, filenames, file extensions,
pathnames, dummy URLs, user input, and Twitter handles are shown as follows: "We can
include other contexts through the use of the include directive."

[4]
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